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The Internet can be wonderful for children. They can use it to research
school reports, communicate with teachers and other children, and play
interactive games.

But online access also comes with risks, like inappropriate content,
cyberbullying, and online predators. Using apps and websites where
children interact, predators may pose as a child or teen looking to make a
new friend. They might prod the child to exchange personal information,
such as address and phone number, or encourage kids to call them,
seeing their phone number via caller ID.

Parents should be aware of what their children see and hear on the
Internet, who they meet, and what they share about themselves. Talk with
your kids, use tools to protect them, and keep an eye on their activities.

Below there are two links that you can use to support you and your child to
keep safe on the internet. Remember if you have any questions we have
an ‘open door’ policy and we are here to help.

Internet matters
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https://kidshealth.org/en/parents/cyberbullying.html
https://www.internetmatters.org/schools-esafety/parent-online-support-pack-teachers/
https://nationalonlinesafety.com/

Instagram is an image and video sharing app that
allows users to share moments with the world. The
app has a live streaming feature and additional
add-ons, such as‘Boomerang’ ‘Hyperlapse’ and
‘Layout; which can be used to enhance their
feed. Users can choose to add filters and make
adjustments to their photos, such as brightness/
contrast. To make their content more ‘searchable;
users can include hashtags in their uploads to
make them easier to find.
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STAGRAM

PHOTO / VIDEO SHARING
Posting photos and videos Is Instagram’s biggest selling
point, so with sharing Imagas comes risks. A photo which
P ciuclas landmarks in the area, theie school uniform,

***NEW FOR MAY 2018***
street name, house and even tagging In the locatlon of

IN-APP PAYMENTS

AEROUAIT IS XOMIN b OUIC (B PR pAYIT Ari T s e

for products and services directly through not set to private, anyone can access their account and see
the app. It will operate under the same rules

as Facebook Payments, which state if you

are under the age of 18, you can only use
Facebook Payments with the involvement of

a parent or guardian.
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LIVE STREAMING TO STRANGERS
The live stream feature on Instagram allows users to
connect with thair friends and followers In real-time.

Followers can comment on the ring the broadcast
(which can be turned off in lhe Settings). 1 your child has
approved followers can see

story. Itis |mpnrlmnl|u note that they still may have

followers that they do not know, which means they could
be live streaming to strangers. A public account allows
anybady ta view thair story. Wa suggest that your child

gos through their followers list and blacks people

3 lonal risk with live streams is that

your child may do samathing that they regrat. This could
ba capturad by a viewar taking a scraenshot and further

hared around the internet.

HIUJACKED HASHTAGS
Like Twitter, hashtags are also an extremely prominent
tool in Instagram and with that, comes potential risks
for your child.One person may use.
munnu mth ona thing in mind and b
of people could be using the e hashtag for
snmethlnglnipplupv te or dangerous that your child
cartalnly shouldn't ba axposad to.

LOCATION TAGGING
Public locations can be ad rs photos/videos
and slsato their storles. While this may scem like a good
Idea at the tim axpasa your childs location; this is
particularty more of 3 NSk I t i on ther story, 5 1t 1 in

DAMAGE TO CONFIDENCE, BODY
IMAGE & MENTAL HEALTH
When Influencers, celebritles or peers use filters on thelr
photos or videos an Instagram, It can set unreallstic
expectations of their own appearance and create feelings
of Inadequacy and low self-esteem. Children may try
to strive for a comparable number of likes on their own
photo to an image or videa that has bean edited heavily.
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REMOVE PAYMENT
METHODS
If you are happy for your child to
have a card associated with their
Instagram account, we suggest
adding a PIN which needs to

EW FOR MAY 2018%**

FILTER INAPROPRIATE

[erents

TURN OFF SHARING

Even though this feature will not stop
people from taking screenshots, it
will stop others being able to directly
share photos and videos from a
story as a message to another user.
This feature can be turned off in the

COMMENTS

be entered before makin
payment; this will also help prevent
unauthorized purchases. This can be
added in the payment settings tab.

RESTRICT MESSAGES
If your child’s account Is not private,
anybody can message them and
reply to their stories. If they do wish
to keep their account public, we
strongly recommend changing the
message reply settings to restrict who
can message them.
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Instagram announced on 1st May
that they now have an ‘anti-bullying’
filter on the app. The new filter hides

comments containing attacks on a
person's appearance or character,
as well as threats to a person’s well-
being or health. The filter will also alert
Instagram to repeated problems
they can take action on the user if
necessary. This is an automatic filtes
but it can be turned off. Make sure i
is turned on in the apps settings.

settings. We also recommend turning
off the feature which automatically
shares photos and videos from a story
to a Facebook account.

USE A PRIVATE ACCOUNT

By default, any Image or video your
child uploads to Instagram Is visible
to anyone. A private account means
that you have to approve a request
if somebody wants to follow you and
only people you approve will see

your posts and videos.
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Snapchat is a photo sharing app for
mobile phones and tablets. The app
allows users to share images for a
limited number of seconds, chat with
users before nr , and
share images with 1 thenr friends list
through a ‘story’

1

Wilat, Parents need fo know about,
@ SNAPCHAT

SNAP MAP ‘SNAP STREAKS’ :}; SCREENSHOTS

In 2017, Snapchat Introduced a new feature Streaks tell users how many days in a row the: While Snapchat’s gimmick is that all
calied Sriap Map! which allows users to see the have spoken or sent snaps: to one anothar. What's otos, videos and text disappear
ACT Ioctllon of 7 It forcas yo after a maximum of 10 seconds, users
tatin el abeh Sharis frarn afound putting a i a i can still screenshot or save them.
the work <'Can view a map called & Snap number to Users may sometimes. 'ovﬁet that
Map? This feature completely exposes your that can make or bmk a fn-nasmp. et sneenshomnq i Eosinil iy
child's io: and users can potentially follow if a person forgets to message or send a picture app and sen someone
Your child fram their home to thair school. <0 thair friend, Breaking sheir 200-day streal this
could cause a confrontation "the friends.
This can put an Incredible amount of pressure on

<hildren to keep streaks.

SEXTING

Due to ‘Snaps’ disappearing soon after they're recelved, (users can even send a one second
photo or video), Snapchat has become the chosen platform for sending sexually explicit Images
or’selfies’ to someone. The short amount of time gives children the confidence to send the
plctures.

Onceap has been hizcantaad & fsther dingars, such o Blackmail
and (yherbullylng. Itis illegal to make, possess, download, store and share sexu;
Pilvatas mivd videos OF m paraos Wnder the sos of 18, This also inckides sy saxusl Tmages s
and videos that a child may have taken of themselves.

However, if a young person is found creating or sharing images, the police can choose to record
that a crime has been committed, but that taking formal action isn’t in the public interest.
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THINK BEFORE YOU SNAP TURN OFF ‘QUICK ADD"

.

Ensure that your child knows that‘Snaps’ can be ‘Quick add’ helps friends find each other on the app. This is
screenshotted and teach them that If they post anything based on mutual friends or If their number Is in thelr phone
potentially embarrassing or harmful (either of book. Explain to your child that this feature can open up
themselves or someone else) It can have severe pr We highly yo
' consequences, as If the message lasted forever. child turns off the ‘Quick Add’ feature.
. — v—
EDUCATE ABOUT RISKS OF SEXTING REPORTING INAPPROPRIATE CONTENT
It can be slightly awkward talking about this toplc with If your child Is recelving Inappropriate content, It’s Important that
your chlid, but If It helps them protect themselves, then It you report It. First block the sender to prevent any further messages.
18 worth It.Talk to tham ahout the consequences of sexting You can then report this by sending an emall to safety@snapchat.
d make sure that they’re aware of the risks prior to com. If the problem persists, contact CEOP at ceop.gov/report.
e et —

THINK BEFORE YOU SNAP
RESTRICT WHO CAN VIEW THEIR STORY Wisissiobponivpoenasese i
. :::‘r ’('m‘"(s:; :‘a = whk«ﬁ:g hr"gfn :“. ;, 3 m" screenshotted and teach them that umgy posl anything

anyone in riends list can see their story. ise) It can have seves if th
R Gt :hlldrmI- oniy have their closs frands and O e ""q“"‘“' SETENS
imily on the app.

ENTER‘GHOST” MODE ON SNAP MAPS HOW.TO D LIVATE SNARCHAT

If you
We ly recommend enabling Ghost Mode on the app so that your mply app from
chilae] |u;.'nu|: will no |un;';‘ar be vlslbletﬂ:nwne on (h?'Sl':-p Map’ L] "M"' the 'h'"f o ""’.w by ir
To enable this, go onto the Snap Map and tap the cog in the top-
right corner. Here, change your settings to ‘Ghost Modae®. account on d-!kwp oron m.)‘ i mnhl. qmna (not through
1)dotws||p]u|r h-mrnld-hme—monnl
2) Here, :Ild:on‘belmw nt’
DISAPPEARING ILLEGAL CONTENT @) voaarly

password again
Snapchat ‘deletes by default' which means every opened
snap Image or vide, let . If
has seen criminal -:llvlty on Sn.pzh.t, you should report it O aronte T35 4087 455395,
Content’ above. ety apEch/ne finapct
P T /inapchat parant reviaw, hi

_nopchat-a-sata-
iviergadgen-and-

hient s/ /netsani-
2 pnon snanchal com/en be
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YouTube is a video sharing site/application that enables you to
upload, view, rate, share and comment on a wide variety of
videos. Consisting of a huge resource of information, advice
and entertainment, YouTube now has 1.9 billion logged-in
monthly users who watch a billion hours of video daily. Most
of the content on Google-owned YouTube is uploaded by

but isations and media
some of their content via this platform.

also offer
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What paren(s need to know about @'.o

SPENDING A PREMIUM

YouTube Premium (formerly YouTube Red) is a

new paid streaming subscription service in the

UK, offering a three-month free trial to tempt

viewers Into a £12-per-month plan. This includes the ability to
download videos, stream videos with the app in the
background, gives exclusive access to original content and a
separate music streaming service and gaming app.

DANGEROUS ‘CHALLENGE’
& VIRAL VIDEOS
On YouTube, ‘challenge videos’ are shared quickly and can be
very dangerous. One person may post a video of themselves
doing something unusual like eating a hot chilli or jumping in
a river and before you know it, the video goes viral and

everyone wants to join in and share their videos. The speed in
which challenge videos spread across the Internet makes it

difficult to keep up with the latest ones.
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TURN ON ‘RESTRICTED’ MODE
‘Restricted Mode’ is an optional setting you can use to help
screen out potentially mature content you may prefer your
child not to see. Restricted Mode works on the browser or

device level, 5o must be turned on for each browser or
device your child uses. To do this, follow these steps:
Desktop:

M,
- Gotothebottomofany - Tap the three vertical

dots at the top-right on
the screen and press,

option to lock restricted - Press ‘Restrict!
mode onto your browser.
Please note that you can't lock’ restricted mode on
phone in the same way that you can on a desktop. You will
need to turn this on each time your child uses i

CREATE A FAMILY GOOGLE ACCOUNT
By having a shared family Google account, checking the
history will enable you to see exactly what your child is

watching and sharing on YouTube. To see the history on a

puter, on the right hand menu under the library
section, click ‘History” On mobiles, the viewing history can
 found by clicking on the ‘Library” tab.

SOURCES:

https:/rwww thesun 670251 porn-videos
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SHARING VIDEOS

As well as watching videos, many children are keen to share their
own videos online, emulating their YouTube heroes, such as
Stampy or DanTDM. However, if they post something on YouTube,
regretitor they have

i

y

shared. Th k that they will
negative comments regarding not only their content, but also
their appearance. YouTube's comment section is infamous for

IN-APP MESSAGING
When your child is logged into their Google account and browsing
the YouTube website, they can share and talk about videos with
their friend: I This atthe top

a e throug!
mobile or tablet. When they tap on the Friends'icon, they have a
list of suggested people from their contacts - which can

y

be any
th

Tp Tip

BLOCKING ACCOUNTS
When using YouTube, there may be instances where your child
receives negative comments. If somebody’s giving your child a
ficult time, here's how to block them and prevent future
comments and replies
- Go to their channel/account by clicking on their name.
* Click on‘About’
« Tap the dropdown box with an image of a flag on it. &
© Press Block user!
* Tap Submit!

MONITOR WHAT YOUR CHILD IS

WATCHING,‘IPOSTING
now wi

heir real name.

*NEW FEATURES*
DIGITALWEIELBEING

YouTube has launched a tool cal

GOPIEM, hitps
atienges s are-dong
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AGE-INAPPROPRIATE VIDEOS
As YouTube is the biggest video sharing website in the
world, there is content available for all ages, meaning that
ome content will not be appropriate for your child. If you
think that content is unsuitable, there is a flagging feature
t0 submit it for review by YouTube staff, but you will need to
be aware that just because video Is not appropriate for a
younger audience, it may not violate YouTube's policies.
YouTube has mechanisms in place to automatically remove
explicit and harmful content, yet offensive content may still
slip through.

[arents

OPT FOR A FAMILY PREMIUM PLAN
A YouTube family Premium plan may be a cost-effective
option if you have more than one child. For £17.99 a month,
it allows you to share a YouTube paid membership with up to
five other family members — aged 13 and older - living in the
same household. As the account holder, or family manager,
you must create a Google family account.

MANAGING IN-APP MESSAGES
1f your child is accessing YouTube via your account, bear in
mind that they may be contacted by Google contacts who
are complete strangers to them. You can remove someone
from the suggested contacts list by pressing and holding the
person’s name and tapping on the red 'x

POPULAR YOUTUBE GAMERS

There are hundreds of YouTube accounts which show other
people playing and commenting on games. These are called
“Let’s Play videos. While YouTube can be a great resource for
hints, tips and news for games, it is & good idea for parents

to keep a close eye on what YouTuber’s are posting. Often,
the games they are playing will contain strong language and
violence. A few examples of popular YouTube gamers for you

to have a look at are:

Stampy + PopularMMOs

Yogscast Lewis & Simon  + Captainsparklez

PewDiePie + Jacksepticeye

EthanGamer + LtCorbis
Markiplier - DanTDM

v youtube com/watchv=L

Py The
W youtube Com/watch Ny =Ayek0I0s8G
A somesne youtube
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During the parent;’s workshop we watched this video and acked
parents what danger’s they could seel

Activity Two

Write down any dangers you see
during the video.

Video link-Caught in the Web
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https://www.youtube.com/watch?v=kgCNGvL0g1g

